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The Italian Legislative Decree no. 231/2001

Introduction

The Legislative Decree no. 231 of 8 June 2001, "Regulations on the administrative liability of legal entities,
companies and associations, including those without legal personality” (hereinafter, also the "Decree”), has its
origin in certain international and EU conventions ratified by ltaly', which stipulate that certain forms of liability
of collective entities are introduced for some types of crime.

In accordance with the provisions of the Explanatory Report (‘Relazione lllustrativa’) to the Decree, this liability
Is intended as a tertium genus with respect to the criminal and administrative system. In point of fact, far from
fully identifying with it with one of them, it combines their main features: preventive effectiveness and maximum
guarantee.

Pursuant to the Italian Legislative Decree no. 231 of 2007, the legal entities falling under the regulation may be
held ‘liable” for certain crimes committed or attempted, in their interest or for their benefit, by members of top
management and by those who are subject to the management or supervision of the latter. Once the legal entity’s
liability has been ascertained (autonomous from the natural person’s liability), it may be subject to financial
penalties and to interdictions.

The liability is however excluded if the legal entity has, among other things, before the commission of the crime,
adopted and effectively implemented appropriate organisation, management and control models apt to prevent
the crimes themselves.

Under paragraph 3 of Art. 6, the Decree stipulates that the aforementioned organisational models can be
adopted, complying with the relevant eligibility requirements, on the basis of the codes of conduct drawn up by
the entity's representative associations?.

Criteria for the imputation of the liability

In order for the legal entity to be considered liable, the Decree therefore requires the existence of objective and
subjective imputation criteria (in the broader sense, as this refers to entities).

With regard to the first, the crime must be committed in the interests or for the advantage of the legal entity.
The criteria of interest refers to the purpose - even if non-exclusive - with which the unlawful act was carried out.

The criterion of advantage, on the other hand, refers to the positive result that the legal entity has objectively
obtained from the crime committed, regardless of the intention of the person committing it. The legal entity is
not liable if the unlawful act was committed in the exclusive interest of the person or of third parties.

The second objective imputation criterion refers to the commission of the crime, in its interest or for its
advantage, by one or more qualified parties, i.e.

1. OBy individuals who hold the position of representatives, directors or managers of the entity or of one of its
organizational units that enjoys financial and functional independence, in addition to individuals who are
responsible for the management or control of the entity (ie. persons in ‘senior positions” or "top
management’); Art, 5, paragraph 1, letter a), Leg. Decree 231/2001);

2. by individuals subject to the management or supervision of one of the persons/entities referred to in letter
a)” (ie. individuals subject to the management of others; Article 5, paragraph (1), letter (b) of Leg. Decree
231/2001).

The entity's fault, as a subjective criterion of imputation, refers to an incorrect company policy and/or structural
shortcomings in the company's organisation, to the extent that they are inappropriate to prevent the occurrence
of the crime.

! In particular: Brussels Convention of 26 July 1995; Brussels Convention of 26 May 2017; OECD Convention of 17 September 1997.

2 See, by way of example, the "Guidelines for the construction of organisational, management and control models pursuant to Italian Legislative Decree
no. 231/2001 "issued on 7 March 2002 and most recently updated inJanuary 2021



For crimes committed by the top management, the Decree introduces a sort of presumption of liability for the
legal entity, which needs to demonstrate that the conditions referred to in Art. 6 of the Decree exist (jointly).

Otherwise, for crimes committed by persons subject to the management of others, the burden of proof is
reversed. For this reason, the legal entity can only be called to account if it has been ascertained that the crime
was committed due to a breach of the management or supervision obligations.

This circumstance is deemed excluded, if the legal entity has adopted and effectively implemented a Model that
is appropriate in terms of its preventive effectiveness, subsequent to the crime being committed.

Crimes committed abroad

The entity may be called on to answer in ltaly for the crimes contemplated by the same Legislative Decree no.
231 of 2001, which were committed abroad, where the substantive and procedural conditions provided for under
Art. 4 of Legislative Decree n. 231 of 2001 are met.

According to the most recent case-law, there is liability pursuant to Italian Legislative Decree n. 231 of 2001
before the Italian courts, both i) for legal entities that have their registered office abroad, for acts committed ina
minor part in ltaly, and ii) for legal entities that have their registered office in Italy for acts of crimes committed
entirely abroad.

With regard to the legal entities under ii), in order to avoid having an organisational deficit, which could result in
a judgment regarding the inappropriate nature of the Model 231, adequate procedures must be adopted and
implemented to prevent the risk of breach of the Model abroad.

Suitability assessment

The activity carried out by the criminal judge to verify the existence of administrative liability profiles against the
company, refers to two aspects: i) ascertaining whether the crime committed falls within the scope of application
of the Decree; ii) a ‘suitability assessment” of the organisational model adopted by the company.

The suitability assessment must be formulated according to an ex ante criterion. The judge ideally envisages
himself in the reality of the business existing at the time when the crime occurred, to assess whether the Model
adopted was adequate.

In other words, the Organisational Model will be deemed suitable before the crime is committed, it is effectively
able to eliminate or at least, reduce the risk of the crime subsequently occurred.



SUMMARUY LIST OF CRIMES

The types of crimes in relations with the Public Administration (Articles 24 and 25 of Italian Legislative
Decree 231/2001)

i
i

i

Embezzlement of public disbursements (Art. 316-bis of the Italian Criminal Code);
Unlawful receipt of public disbursements (Art. 316-ter of the Italian Criminal Code);

Aggravated fraud against the State or other public body or of the European Union (Art.640, paragraph 2
no. 1 of the Italian Criminal Code),

Aggravated fraud to obtain public disbursements (Art. 640-bis of the Italian Criminal Code);
Computer fraud (Art. 640-ter of the Italian Criminal Code);

Fraud in public procurements (Art. 356 of the Italian Criminal Code);

Fraud against the European Agricultural Fund (Article 2 of Law no. 898/1986);

Concussion (Art. 317 of the Italian Criminal Code);

Corruption in exercising a function and scope of application (Art. 318 and 320 of the Italian Criminal
Code);

Corruption for an act in breach of official duties, aggravating circumstances and scope of application
(Articles 319, 319 bis and 320 of the Italian Criminal Code);

Corruption in judicial proceedings (Art. 319-ter of the Italian Criminal Code);

Unlawful inducement to give or promise benefits (Art. 319-quater of the Italian Criminal Code);
Corruption of a public official (Art. 320 of the Criminal Code)

Penalties for the corruptor (Art. 321 of the Italian Criminal Code);

Incitement to corruption (Art. 322 of the Italian Criminal Code),

Embezzlement, concussion, undue inducement to give or promise benefits, corruption and inducement
to corruption of members of the International Courts or bodies of the European Communities or of
international parliamentary assemblies or of international organisations and officials of the European
Communities and foreign States (Art. 322-bis of the Italian Criminal Code);

Trafficking in illicit influence (Art. 346-bis of the Italian Criminal Code);

Embezzlement (Art. 314 paragraph 1 of the Italian Criminal Code);

Unlawful destination of money or movable property (Art. 314-bis of the Italian Criminal Code);
Embezzlement by taking advantage of third-party errors (Art. 316 of the Italian Criminal Code);

Disruption of public tenders (Art. 353 of the Italian Criminal Code);

Disruption of the contractor selection process (Art. 353-bis of the Italian Criminal Code).

The cases of computer crimes and unlawful data processing (Art. 24-bis of lItalian Legislative Decree
231/2001)

i

(Falsification of) Computer documents (Art. 491-bis of the Italian Criminal Code)

Computer Documents (Art. 491- bis of the Italian Criminal Code). The law applies criminal status to the
commission of crimes of falsification based on the use of electronic documents. The crimes of
falsification referred to are as follows:



- Material falsification committed by the public official in public deeds (Art. 476 of the Italian
Criminal Code);

- Material falsification committed by the public official in certificates or administrative
authorisations (Art. 477 of the Italian Criminal Code),

- Material falsification committed by the public official in authenticated copies of public or private
deeds and in certifications regarding the content of deeds (Art. 478 of the Italian Criminal Code),

- Ideological falsification committed by the public official in public deeds (Art. 479 of the Italian
Criminal Code);

- Ideological falsification committed by the public official in certificates or administrative
authorisations (Art. 480 of the Italian Criminal Code);

- Ideological falsification in certificates committed by persons performing a service in the public
interest (Art. 481 of the Italian Criminal Code);

- Material falsification committed by a private individual (Art. 482 of the Italian Criminal Code);

- Ideological falsification committed by a private individual in public deeds (Art. 483 of the Italian
Criminal Code);

- Falsification in registers and notifications (Art. 484 of the Italian Criminal Code);
- Falsification on a signed blank sheet. Public deed (Art. 487 of the Italian Criminal Code);

- Other falsifications on a signed blank sheet. Applicability of provisions on material falsification
(Art. 488 of the Italian Criminal Code);

- Use of a false deed (Art. 489 of the Italian Criminal Code);

- Suppression, destruction and concealment of genuine deeds (Art. 490 of the Italian Criminal
Code);

- Authenticated copies taking the place of the missing originals (Art. 492 of the Italian Criminal
Code);

- Falsification committed by public officials in charge of a public service (Art. 493 of the Criminal
Code);

Unlawful access to an electronic or telematic system (Art. 615-ter of the Italian Criminal Code);

Unlawful possession, dissemination and installation of equipment, codes and other means for accessing
IT or telematic systems (Art. 6 15-quater of the Italian Criminal Code);

Unlawful possession, dissemination and installation of computer equipment, devices or programmes
aimed at damaging or disrupting a computer or telematic system (Art. 615-quinquies of the Italian
Criminal Code);

Unlawful interception, impediment or disruption of computer or electronic communications (Art. 617-
quater of the Italian Criminal Code),

Unlawful possession, dissemination and installation of equipment and other means designed to
intercept, prevent or disrupt computer or electronic communications (Article 617-quinquies of the
Criminal Code),

Cyber extortion (Art. 629, par. 3, of the ltalian Criminal Code)
Damage to information, data and computer programmes (Art. 635-bis of the Italian Criminal Code);

Damage to information, data and computer programmes used by the State or by other public bodies or
in any case in the public interest (Art. 635-ter of the Italian Criminal Code);

Damage to computer and electronic systems (Art. 635-quater of the Italian Criminal Code);



Damage to public interest computer and electronic systems (Art. 635-quinquies of the Italian Criminal
Code);

Computer fraud by the provider of electronic signature certification services (Art. 640-quinquies of the
Italian Criminal Code);

Breach of the regulations on the national and cybernetic security perimeter (Art. T Law 133/2019).

The cases of organised crime offences (Art. 24-ter of Italian Legislative Decree no. 231/2001)

i

Criminal association, also for the purposes to commit some of the crimes referred to in Articles 600,
601, 601-bis and 602, as well as in Article 12, paragraph 3-bis, of the Consolidated Text of provisions
concerning the regulation of immigration and rules on the status of foreigners, pursuant to ltalian
Legislative Decree no. 286 of 25 July 1998, as well as in Articles 22, paragraphs 3 and 4, and 22-bis,
paragraph 1 of Law no. 91 of T April 1999 (Article 416 of the Criminal Code);

Mafia-type associations, including foreign associations (Art. 4 16-bis of the Italian Criminal Code);
Political-Mafia voting exchange (Art. 416-ter of the Italian Criminal Code);
Kidnapping persons for the purpose of extortion (Art. 630 of the Italian Criminal Code);

Association for the purposes of the unlawful trafficking of narcotic drugs or psychotropic substances
(Article 74 of Italian Presidential Decree no. 309 of 9 October 1990);

Crimes of unlawful manufacture, introduction into the country, sale, transfer, possession and carrying
in a public place or place open to the public of weapons of war or war-type weapons or their parts,
explosives, clandestine weapons as well as multiple common firearms, excluding those in article 2,
paragraph three of Law no. 110 of 18 April 1975 (art. 407, paragraph 2, letter a), number 5) of the Italian
Criminal Procedure Code).

The cases of counterfeiting money, public credit cards, revenue stamps and identification instruments or
marks (Art. 25-bis of Italian Legislative Decree no. 231/2001)

i

Counterfeiting of money, spending and introduction into the country of counterfeited money with prior
agreement (Art. 453 of the ltalian Criminal Code);

Alteration of money (Art. 454 of the Italian Criminal Code),

Spending and introduction into the country of counterfeited money, without agreement (Art. 455 of the
Italian Criminal Code);

Spending of counterfeited money received in good faith (Art. 457 of the Italian Criminal Code);

Falsification of revenue stamps, introduction into the country, purchase, possession and circulation of
counterfeited revenue stamps (Art. 459 of the Italian Criminal Code);

Counterfeiting of watermarked paper used in the manufacture of public credit cards or revenue stamps
(Art. 460 of the Italian Criminal Code),

Manufacture or possession of watermarks or instruments intended for counterfeiting money, revenue
stamps or watermarked paper (Art. 461 of the Italian Criminal Code);

Use of counterfeited revenue stamps (Art. 464 of the Italian Criminal Code),

Counterfeiting, alteration or use of trademarks or distinctive signs or patents, models and designs. (Art.
473 of the ltalian Criminal Code);

Introduction into the country and trading in products with false marks (Art. 474 of the Italian Criminal
Code).



The cases of crimes against industry and commerce (Art. 25-bis.1 of Italian Legislative Decree no.
231/2001)

i

i

Disruption of the freedom of industry or of commerce (Art. 513 of the Italian Criminal Code),
Unlawful competition with threats or violence (Art. 513-bis of the Italian Criminal Code);
Fraud against national industries (Art. 514 of the Italian Criminal Code);

Fraud in trade (Art. 515 of the Italian Criminal Code);

Sale of non-genuine food substances as genuine (Art. 516 of the Italian Criminal Code);

Sale of industrial products with false markings (Art. 517 of the Italian Criminal Code);

Manufacture and trade of goods made by infringing industrial property rights (Art. 517-ter of the Italian
Criminal Code);

Counterfeiting geographical indications or designations of origin of agri-food products (Art. 517 quater
of the Italian Criminal Code).

The cases of corporate crimes (Art. 25-ter of Italian Legislative Decree no. 231/2001)

i

i

False corporate communications (Articles 2621 and 2622 of the Italian Civil Code);
Minor events (Art. 262 1-bis of the Italian Civil Code),

Falsification of reports and communications by those responsible for the statutory audit (Art. 27 of
ltalian Legislative Decree no. 39/2010);

False corporate communications for listed companies (Art. 2622 of the Italian Civil Code)
False prospectus (Art. 2623 of the Italian Civil Code)*;

Obstructed control (Art. 2625 of the Italian Civil Code);

Unlawful restitution of contributions (Art. 2626 of the Italian Civil Code);,

Unlawful distribution of profits or reserves (Art. 2627 of the Italian Civil Code);

Unlawful transactions on company shares, shareholdings or on the controlling company’s shares (Art.
2628 of the Italian Civil Code);

Transactions in prejudice to creditors (Art. 2629 of the Italian Civil Code);

Failure to communicate a conflicts of interest (Art. 26 29-bis of the Italian Civil Code);
Fictitious capital formation (Art. 2632 of the Italian Civil Code);

Unlawful distribution of corporate assets by liquidators (Art. 2633 of the Italian Civil Code);
Corruption among private individuals (Art. 2635 of the Italian Civil Code);

Incitement to corruption among private individuals (Art. 2635-bis of the Italian Civil Code).

Unlawful influence on the shareholders’ meeting (Art. 2636 of the Italian Civil Code);
Market rigging (Art. 2637 of the Italian Civil Code);

5 Art. 37, paragraphs 34 and 35 of Italian Legislative Decree no. 39 of 27 January 2010, implementing Directive 2006/43/EC on the statutory audit,
repealed Article 2624 of the Italian Civil Code, was not coordinated with Article 25 ter of Legislative Decree 231/01: according to the applicable principle
of certainty in criminal law, the aforementioned case that is the subject of the recent legislative intervention should therefore no longer be included in the
catalogue of crimes applicable to an entity's administrative liability, however it is referred to in Art. 27 of Legislative Decree no. 39/2010.

4 Article 34, paragraph 2, of ltalian Law no. 262/2005 repealed Article 2623 of the Italian Civil Code, which punished the crime in question and the criminal
case - previously sanctioned pursuant to the repealed law - is currently contemplated and sanctioned under Article 173-bis of the Consolidated Law on
Finance. It should be noted, with reference to the predicate crimes of administrative liability, that Article 25-ter of the aforementioned Decree currently
refers to the repealed civil law, but does not refer to the crime introduced by Law no. 262/2005. The amendments to legislation therefore seem to eliminate
corporate administrative liability pursuant to Art. 25-ter of the Decree with reference to the crime of falsification in the prospectus.



Obstructing the public supervisory authorities from exercising its functions (Article 2638 of the Italian
Civil Code);

False or omitted statements for the purpose of obtaining the preliminary certificate (Art. 54 of Italian
Legislative Decree no. 19/2023).

The cases of crimes for the purposes of terrorism or subversion of the democratic order (Art. 25-quater of
ltalian Legislative Decree no. 231/2001)

i

i

Subversive associations (Art. 270 of the Italian Criminal Code);

Associations for the purpose of terrorism, including international terrorism or subversion of the
democratic order (Article 270-bis of the Criminal Code);

Aggravating and mitigating circumstances (Art. 270-bis 1 of the Italian Criminal Code);
Assistance to associates (Art. 270-ter of the Italian Criminal Code),

Recruitment for the purposes of terrorism, including international terrorism (Article 270-quater of the
Criminal Code);

Organising transfers for terrorist purposes (Article 270-quater.1 of the Italian Criminal Code)

Training in activities for the purposes of terrorism, including international terrorism (Article 270-
quinquies of the Criminal Code);

Financing of conducts for the purpose of terrorism (Art. 270-quinquies 1 of the Italian Criminal Code);
Theft of goods or money subject to seizure (Art. 270-quinquies 2 of the Italian Criminal Code);
Possession of material for terrorist purposes (270 quinquies.3 of the Italian Criminal Code);

Conducts for the purpose of terrorism (Article 270-sexies of the Italian Criminal Code)

Attack for the purposes of terrorism or subversion (Art. 280 of the Italian Criminal Code);

Act of terrorism with lethal or explosive devices (Art. 280-bis of the Italian Criminal Code);

Acts of nuclear terrorism (Art. 280-ter of the Italian Criminal Code);

Kidnapping persons for the purpose of terrorism or subversion (Art. 289-bis of the Italian Criminal Code);
Kidnapping persons for the purpose of coercion (Art. 289-ter of the Italian Criminal Code);

Incitement to commit any of the crimes provided for in sections one and two (Art. 302 of the Italian
Criminal Code);

Political conspiracy by agreement (Art. 304 of the Italian Criminal Code);

Political conspiracy through association (Art. 305 of the Italian Criminal Code);

Armed gang: formation and participation (Art. 306 of the Italian Criminal Code);

Assistance to participants to conspiracies or armed gangs (Art. 307 of the Italian Criminal Code);
Seizure, hijacking and destruction of an aircraft (Art. 1. Law no. 342/1976);

Damage to ground installations (Art. 2. Law no. 342/1976);

Sanctions (Art. 3. Law no. 433/1989),

Voluntary retraction (Art. 5 of Italian Legislative Decree no. 625/1979);

Article 2 of the New York Convention of 9 December 1999.



The cases of crimes referring to female genital organs mutilation practices (Art. 25-quater.1 of lItalian
Legislative Decree no. 231/2001)

U Female genital organs mutilation practices (Art. 583-bis of the Italian Criminal Code).

The cases of crimes against the individual personality (Art. 25-quinquies of Italian Legislative Decree no.
231/2001)

U Imposition or retaining in the condition of slavery or servitude (Art. 600 of the Italian Criminal Code);
U Child prostitution (Art. 600-bis of the Italian Criminal Code);

U Child pornography (Art. 600-ter of the Italian Criminal Code);

U Possession or access of pornographic material (Art. 600-quater of the Italian Criminal Code);

U Virtual pornography (Art. 600-quater 1 of the Italian Criminal Code);

U Tourism initiatives aimed at the exploitation of child prostitution (Art. 600-quinquies of the ltalian
Criminal Code);

U People trafficking (Art. 601 of the Italian Criminal Code);

U Trafficking in organs taken from a living person (Art. 601-bis),

U Purchase and sale of slaves (Art. 602 of the Italian Criminal Code);

U Unlawful brokering and exploitation of labour (Art. 603-bis of the Italian Criminal Code);

U Solicitation of minors (Art. 609-undecies).

The cases of market abuse crimes and offences (Art. 25- sexies of Italian Legislative Decree no. 231/2001)

U Abuse or unlawful disclosure of privileged information. Recommendation or induction of others to
commit insider dealing (Article 184 of the Consolidated Law on Finance),

U Market manupulation (Art. 185 of the Consolidated Law on Finance),
U Market abuse offences (Article 187-quinquies of the Consolidated Law on Finance):

- Prohibition of the abuse of priviledged information and unlawful disclosure of priviledged
information (Article 14 Reg. EU no. 596/2014),

- Prohibition of market rigging (Art. 15 Reg. EU no. 596/2014)

The cases of crimes committed in breach of regulations for the protection of occupational health and safety
(Art. 25-septies of Italian Legislative Decree no. 231/2001)

U Involuntary manslaughter (Art. 589 of the ltalian Criminal Code);

U Involuntary personal injury (Art. 590 of the Italian Criminal Code).

The cases of crimes of handling stolen goods, money laundering and use of money, goods or benefits with
unlawful origins as well as self-laundering (Art. 25-octies of Italian Legislative Decree no. 231/01)

U  Handling stolen goods (Art. 648 of the Italian Criminal Code);
0 Money laundering (Art. 648-bis of the Italian Criminal Code),
U Use of money, goods or benefits with unlawful origins (Art. 648-ter of the Italian Criminal Code);

U  Self-laundering (Art. 648-ter 1 of the Italian Criminal Code).



The cases of crime relating to payment instruments other than cash and fraudulent values transfer (Article
25-octies.1 of Legislative Decree no. 231/01)

i

Undue use and falsification of payment instruments other than cash (Article 493 of the Italian Criminal
Code),

Possession and dissemination of equipment devices or computer programs aimed at committing
crimes concerning payment instruments other than cash (Article 493-quater of the Italian Criminal
Code),

Fraudulent values transfer (Article 512-bis of the Italian Criminal Code);

Computer fraud aggravated by the carrying out of a transfer of money, of monetary value or of virtual
currency (Article 640-ter, paragraph Il of the Italian Criminal Code).

The cases of crime relating to the violation of European Union restrictive measures (Article 25-octies.2 of
Legislative Decree no. 231/01)

i
i

i

i

Violation of European Union restrictive measures (Article 275-bis of the Italian Criminal Code);
Violation of information obligations imposed by a European Union restrictive measure (Article 275-ter
of the ltalian Criminal Code);

Violation of the conditions of an authorisation to carry out activities (Article 275-quater of the lItalian
Criminal Code);

Provisions against irregular immigration (Article 12 of Legislative Decree no. 286/1998).

The cases of crimes referring to copyright infringements (Art. 25- novies of Italian Legislative Decree no.
231/01)

i

Disseminating to the public, through an electronic network system, through connections of any kind, of
protected intellectual works or parts thereof, including those not intended for publication, or usurping the
authorship of the work, the deformation, mutilation or other modification of the work itself, if it brings
offence to the honour or reputation of the author (Article 171, paragraph 1, lett. a-bis) and co. 3) Italian
Law no. 633/1941;

The unauthorised duplication for profit, of computer programmes or the importing, distribution, sale,
possession for commercial or business purposes or the leasing, always in order to profit, of programmes
contained in media not bearing the ltalian Authors and Publishers Society [SIAE] mark, or of any kind of
means intended solely to allow or facilitate the arbitrary removal or functional circumvention of devices
applied to protect a computer programme (Art. 171-bis, paragraph 1 of Law no. 633/1941);

The reproduction, transfer onto other media, distribution, communication, presentation or demonstration
in public, in order to gain a profit, on media not bearing the SIAE mark, of a database in violation of the
legal provisions protecting the author’s rights (Articles 64-quinquies and 64-sexies), or the extraction or
reuse of the database in violation of the legal provisions protecting the rights of the maker of the
database (Articles 102-bis and 102-ter), or the distribution, sale or lease of a database (Article 171-bis
paragraph 2 of Law no. 633/1941);

If committed for profit and not for personal purposes, the unauthorised duplication, reproduction,
transmission, dissemination to the public by any process, in whole or in part, or, even other the cases of
complicity, the introduction into the territory of the State, the possession for sale, distribution, trade, lease
or sale, public projection, transmission by means of television, radio, the public dissemination of an
intellectual work intended for the television, cinematographic, sale or rental circuit, of discs, tapes or
similar media or any other medium containing frames or videograms of similar musical,
cinematographic or audiovisual works or sequences of moving images, literary, dramatic, scientific or
teaching, musical or dramatic-musical works, multimedia, as well as any medium containing intellectual
works which require the affixing of the SIAE mark, or devices or special decoding elements that allow
access to an encrypted service without paying the required fee (Art. 171-ter) lett. a), c) d), f), Law
633/1941);

Without an agreement with the lawful distributor, the retransmission or dissemination by any means, of
an encrypted service received by means of equipment or parts of equipment able to decode conditional



access transmissions (Article 17 1-ter, lett. e) Law no. 633/1941);

The manufacture, importing, distribution, sale, rental, transfer for any reason, advertising for sale or rental,
the possession for commercial purposes of any means or service able to facilitate the circumvention of
the technological measures put in place to protect the works or the protected materials or the removal
of electronic information on the rights management system (Art. 17 1-ter, lett. f-bis) and h);

The unauthorised fixation, also in the manner indicated in paragraph 1 of Article 85-bis of the
Consolidated Law on Public Security, referred to in Royal Decree no. 773 of 18 June 1931, on digital,
audio, video or audiovisual media, in whole or in part, of a cinematographic, audiovisual or editorial work,
or the reproduction, performance or communication to the public of the fixation that has been
unauthorisedly performed (Article 17 1-ter, lett. h-bis);

Failure to communicate to SIAE, the identification data of the media not subject to marking or false
declarations (Art. 181-bis, paragraph 2) (Article 17 1-septies of Law no. 633/1941);

The fraudulent production, sale, importing, promotion, installation, modification, public and private use
of equipment or parts of equipment able to decode audiovisual transmissions with conditional access
made by air, satellite, cable, in both analogue and digital format (Article 17 1-octies Law no. 633/1941).

The case of the crime of incitement not to make statements or to make false statements to the judicial
authorities (Art. 25-decies of Italian Legislative Decree no. 231/2001)

i

Inducement not to make statements or to make false statements to the judicial authorities (Art. 377-bis
of the Italian Criminal Code).

The cases of environmental crimes (Art.25- undecies of Italian Legislative Decree no. 231/2001)

i
i

i

Environmental pollution (Art. 452-bis of the Italian Criminal Code);
Environmental disaster (Art. 452-quater of the Italian Criminal Code);
Involuntary crimes against the environment (Art. 452-quinquies of the Italian Criminal Code);

Trafficking and abandonment of highly-radioactive material (Art. 452-sexies of the Italian Criminal
Code);

Obstruction of control (Article 452-septies of the Italian Criminal Code).
Aggravating circumstances (Art. 452-octies of the Italian Criminal Code);

Killing, destruction, capture, taking, possession of specimens of protected wild animal or plant species
(Art. 727-bis of the Italian Criminal Code);

Destruction and deterioration of habitats within a protected site (Article 733-bis of the Criminal Code);

Importing, exporting, possession, use for profit purchase, sale, exhibition or possession of protected
species for sale or for commercial purposes (Articles 1, 2, 3.bis and 6 of Law 150/1992);

Discharge of industrial waste water containing hazardous substances; discharge in the soil, subsoil and
groundwater; discharge in sea water by ships or aircraft (Article 137 of Italian Legislative Decree no.
152/2006);

Unlawful disposal of non-hazardous waste in specific cases (Article 255-bis of Italian Legislative Decree
no. 152/2006);

Unlawful disposal of hazardous waste (Article 255-ter of Italian Legislative Decree no. 152/2006);
Unauthorised waste management activities (Article 256 of Italian Legislative Decree no. 152/2006);

lllegal combustion of waste (Article 256-bis of Italian Legislative Decree no. 152/2006)Breach of the
reporting obligations, keeping of mandatory registers and forms (Art. 258 of Italian Legislative Decree
no. 152/2006),



U Failure to carry out environmental remediation (Art. 452-terdecies of the Italian Criminal Code
U  Unlawful waste trafficking organised activities (Art. 452-quaterdecies of the Italian Criminal Code);
U  Site reclamations (Art. 257 of Italian Legislative Decree no. 152/2006);

U llegal shipment and illicit trafficking of waste (Art. 259, paragraph 1 of Italian Legislative Decree no.
152/2006);

U Aggravating circumstance relating to the conduct of business activities (Art. 259-bis of Italian Legislative
Decree no. 152/2006);

U Involuntary offences relating to waste management (Art. 259-ter of Italian Legislative Decree no.
152/2006);

U Sanctions - Crimes relating to emissions into the atmosphere (Art. 279 of Italian Legislative Decree no.
152/2006);

U Malicious pollution caused by ships (Art. 8 of Italian Legislative Decree no. 202/2007);
U Involuntary pollution caused by ships (Art. 9 of Italian Legislative Decree no. 202/2007);
U Discontinuance and reduction in the use of harmful substances (Article 3 - Law 459/1993);

U  Waste traceability IT control system (Art. 260-bis, paragraph 6 - 7, para. 8 of Italian Legislative Decree
no. 152/2006).

The case of the crime of employing foreign nationals with no residence permit (Art. 25-duodecies of Italian
Legislative Decree no. 231/2001)

U Regulations against illegal immigration (Art. 12, paragraphs 3, 3-bis, 3-ter and paragraph 5 of Italian
Legislative Decree 286/1998);

U Employment of foreign nationals with no residence permit (Art. 22, paragraph 12-bis, Italian Legislative
Decree 286/1998).

The cases of the crimes of racism and xenophobia (Art. 25-terdecies of Italian Legislative Decree no.
231/2001)

U Propaganda and incitement to commit crimes on the grounds of racial ethnic and religious
discrimination (Art. 604-bis of the Italian Criminal Code).

The cases of crimes of fraud in sporting competitions, unlawful gambling or betting and gambling exercised
by means of prohibited devices (Art. 25-quaterdecies of Italian Legislative Decree no. 231/2001)

U  Fraudin sporting competitions (Article T of Law no. 401/1989);

U Unlawful gambling or betting activities (Article 4 of Law no. 401/1989).

The cases of tax crimes (Art. 25-quinquiesdecies of Italian Legislative Decree no. 231/2001)

U  Fraudulent declaration with invoices for non-existent transactions (Art. 2 of Italian Legislative Decree no.
74/2000);

U  Fraudulent declaration by other means (Art. 3 of Italian Legislative Decree no. 74/2000);
U False tax declaration (Art. 4 of Italian Legislative Decree no. 74/2000);

U  Failure to make a declaration (Art. 5 of Italian Legislative Decree no. 74/2000);

U  Unlawful compensation (Art. 10-quater of Italian Legislative Decree no. 74/2000),

U Attempt (Art. 6 of Italian Legislative Decree no. 74/2000);



Issuing invoices for non-existent transactions (Art. 8 of Italian Legislative Decree no. 74/2000);

Concealment or destruction of accounting documents (Art. 10 of Italian Legislative Decree no.
74/2000),

Fraudulent evasion to tax payment (Art. 11 of Italian Legislative Decree no. 74/2000).

The cases of smuggling crimes (Art. 25-sexiesdecies of Italian Legislative Decree no. 231/2001)

i

Smuggling due to failure to declare (Art. 78 Legislative Decree No. 141/2024),Smuggling by means of
false declarations (Art. 79 Legislative Decree No. 141/2024),

Smuggling in the movement of goods by sea, air, and on border lakes (Art. 80 Legislative Decree No.
141/2024);

Smuggling for improper use of imported goods with total or partial reduction of duties (Art. 81 Legislative
Decree No. 141/2024);

Smuggling in the export of goods eligible for duty refunds (Art. 82 Legislative Decree No. 141/2024);
Smuggling in temporary exportation and in special use and processing regimes (Art. 83 Legislative
Decree No. 141/2024);

Smuggling of manufactured tobacco (Art. 84 Legislative Decree No. 141/2024);

Aggravating circumstances of the crime of smuggling manufactured tobacco (Art. 85 Legislative Decree
No. 141/2024),

Criminal association for the purpose of smuggling manufactured tobacco (Art. 86 Legislative Decree
No. 141/2024);

Equivalence of attempted crime to consummated crime (Art. 87 Legislative Decree No. 141/2024);
Aggravating circumstances of smuggling (Art. 88 Legislative Decree No. 141/2024);

Evasion of assessment or payment of excise duty on energy products (Art. 40 Legislative Decree No.
504/1995),

Evasion of assessment or payment of excise duty on manufactured tobacco (Art. 40-bis Legislative
Decree No. 504/1995);

Sale of manufactured tobacco without authorization or purchase from persons not authorized to sell
(Art. 40-quinquies Legislative Decree No. 504/1995);

lllegal manufacture of alcohol and alcoholic beverages (Art. 41 Legislative Decree No. 504/1995);

Association for the purpose of illegally manufacturing alcohol and alcoholic beverages (Art. 42
Legislative Decree No. 504/1995);

Evasion of assessment and payment of excise duty on alcohol and alcoholic beverages (Art. 43
Legislative Decree No. 504/1995);

Alteration of devices, marks, and labels (Art. 46 Legislative Decree No. 504/1995);

Deficiencies and surpluses in the storage and circulation of products subject to excise duty (Art. 47
Legislative Decree No. 504/1995);

Traffic violations (Art. 49 Legislative Decree No. 504/1995).

The cases of crimes against the cultural heritage (Art.25-septiesdecies of Italian Legislative Decree no.

231/2001)
U Theft of cultural goods (Art. 518-bis of the Italian Criminal Code);
U Misappropriation of cultural goods (Art. 518-ter of the ltalian Criminal Code);
U  Fencing of cultural goods (Art. 518-quater of the Italian Criminal Code);



Forgery in private contracts relating to cultural goods (Art. 518-octies of the Italian Criminal Code);
Violations concerning the sale of cultural goods (Art. 518-novies of the Italian Criminal Code);
Unlawful importation of cultural goods (Art. 518-decies of the Italian Criminal Code);

Unlawful removal or exportation of cultural goods (Article 5 18- undecies of the Italian Criminal Code);

Destruction, dispersion, deterioration, defacement, smearing and unlawful use of cultural goods or
landscapes (Art. 518-duodecies of the Italian Criminal Code);

Counterfeiting of works of art (Art. 518-quaterdecies of the Italian Criminal Code).

The cases of crimes of laundering of cultural goods and devastation and looting of cultural and landscape
assets (Art.25-duodevicies of Italian Legislative Decree no. 231/2001)

i

i

Laundering of cultural goods (Art. 518-sexies of the Italian Criminal Code);

Devastation and looting of cultural and landscape assets (Art. 518-terdecies of the Italian Criminal
Code).

The cases of crimes against animals (Article 25-undevicies of Legislative Decree No. 231/2001)

"
.
"
"

i

Killing animals (Art. 544-bis of the Italian Criminal Code);

Animal abuse (Art. 544-ter of the Italian Criminal Code);

Prohibited shows or events (Art. 544-quater of the Italian Criminal Code);
Prohibition of animal fighting (Art. 544-quinquies of the Italian Criminal Code);

Killing or harming animals belonging to others (Article 638 of the Italian Criminal Code).

The cases of transnational crimes (Italian Law no. 146/2006)

i

Inducement not to make statements or to make false statements to the judicial authorities (Article 377-
bis of the Italian Criminal Code);

Criminal association (Art. 416 of the Italian Criminal Code);
Mafia-type associations, including foreign associations (Art. 4 16-bis of the Italian Criminal Code);

Criminal association for the purpose of smuggling foreign tobacco (Article 291-quater of Italian
Presidential Decree no. 43/1973),

Association for the purpose of the unlawful trafficking of narcotic drugs or psychotropic substances
(Article 74 of Italian Presidential Decree 309/1990),

Regulations against illegal immigration (Art. 12, paragraphs 3, 3-bis, 3-ter and 5 of Italian Legislative
Decree no. 286/1998);

Inducement not to make statements or to make false statements to the judicial authorities (Art. 377-bis
of the Italian Criminal Code);

Aiding and abetting (Art. 378 of the Italian Criminal Code).

The case of the crimes referred to in Art. 12 of ltalian Law no. 9/2013 - constituting a prerequisite for
entities operating in the virgin olive oil supply chains

i
i

i

Use, adulteration and counterfeiting of food substances (Art. 440 of the Italian Criminal Code);
Trade in counterfeited or adulterated food substances (Art. 442 of the Italian Criminal Code),

Trade in harmful food substances (Art. 444 of the Italian Criminal Code).






TABLE WITH THE CASES OF CRIMES

ARTICLE UNDER ITALIAN LEGISLATIVE DECREE no. 231/2001

CASE OF CRIME

EXTERNAL REGULATORY REFERENCE

Art. 24
Undue receipt of disbursements, fraud to the detriment of the State, of a public
entity or to the European Union or to obtain public disbursements, computer
fraud to the detriment of the State or of a public entity and fraud in public
procurements

Embezzlement of public disbursements

This crime occurs if, after having received contributions, loans, subsidised loans
or other similar disbursements, howsoever referred to, from the Italian government
or the European Union, the amounts received are not used for the purposes they
were intended (the illicit conduct, is represented by having diverted the funds
received, albeit partially, without being able to demonstrate that the planned
activity has nonetheless been completed).

Taking into account that the commissioning of the crime corresponds with the
execution phase, the crime itself can also apply with reference to funds already
obtained in the past and that are now not allocated to the purpose for which they
were provided.

Art. 316-bis of the Italian Criminal Code

Undue receipt of public disbursements

This crime occurs in cases when by using or presenting false statements or
documents attesting untrue or omitted necessary information, are obtained
contributions, loans, subsidised loans or other similar disbursements are granted
or disbursed by the State, other public bodies or the European Community, without
having any entitlement to them. In this case, contrary to what occurred in this
regard in the previous point (Art. 316-bis), the use made of the payments is
irrelevant, because the crime is committed at the time the funds are obtained.
Finally, it should be noted that this case of a crime is residual in relation to the
case of fraud against the State, in the sense that it occurs only in cases where the
conduct does not integrate the instances of fraud to the detriment of the State.

Art. 316- ter of the Italian Criminal Code

Aggravated fraud against the State, other public body or the European Union
Whoever by artifice or deception, misleads someone, procures an unfair profit for
himself or others to the detriment of the State or another public body or of the
European Union.

Art. 640, paragraph 2 no.1 of the Italian
Criminal Code

Aggravated fraud to obtain public disbursements
The court, ex-officio, starts the legal action if the fact referred to in Article 640 of
the Criminal Code involves contributions, loans, subsidised loans or other similar
disbursements, howsoever referred to, granted or disbursed by the State, other
public bodies or the European Communities.

Art. 640-bis of the Italian Criminal Code

Computer fraud
Whoever by in any mean alters the functioning of a computer or electronic
system or by intervention in any way, without entitlement on data, information or
on the programmes contained in a computer or electronic system or relevant to
it procures an unfair profit for himself or others to the detriment of others.

Art. 640- ter of the Italian Criminal Code

Fraud in public procurements
Whoever commits fraud in executing supply contracts or in complying with the
other contract obligations specified under Article 355 of the Italian Criminal Code

Art. 356 of the Italian Criminal Code
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Fraud against the European Agricultural Fund
If the fact does not constitute the more serious crime provided for in Art. 640-bis
of the Criminal Code, whoever, by providing false data or information, unduly
obtains, for themselves or for others, aids, benefits, allowances, refunds,
contributions or other disbursements, either entirely or in part, from the European
Agricultural Guarantee Fund or from the European Agricultural Fund for Rural
Development.

Article 2 of Italian Law no. 898/1986

Disruption of public tenders
The offence punishes anyone who, with violence or threats, or with gifts, promises,
collusion or other deceptive means, prevents or disrupts a public tender or turns
away tenderers.

Art. 353 of the Italian Criminal Code

Disruption of the contractor selection process
The offence punishes anyone who, by means of violence or threats, or by gifts,
promises, collusion or other fraudulent means, disrupts the administrative
procedure in order to influence the manner in which the public administration
chooses a contractor.

Art. 353-bis of the Italian Criminal Code

Art. 24-bis
Computer crimes and unlawful data processing

(Falsification of) Computer documents
The law states a criminal status to the commissioning of crimes of falsification
based on the use of electronic documents. The crimes of falsification referred to
are as follows:

Material falsification committed by the public official in public deeds
The public official, who, in exercising his functions, formulates a false deed
entirety or in part, or alters an original deed;

Material falsification committed by the public official in certificates or

administrative authorisations
The public official, who, in exercising his functions, falsifies or alters certificates or
administrative authorisations, or, by means of counterfeiting or alteration, makes
it appear as if the conditions required for their validity have been adhered to;

Material falsification committed by the public official in authenticated

copies of public or private deeds and in certifications regarding the content

of deeds
The public official, who, in exercising his functions, and assuming that a public or
private deed exists, simulates a copy of the same and issues it in a legal format, or
issues a copy of a public or private deed that differs from the original;
Ideological falsification committed by the public official in public deeds
The public official, who, on receiving or formulating a deed in exercising his
functions, falsely certifies that a fact has been committed by him or occurred in
his presence, or certifies that he has received statements that were not made
before him, or omits or alters statements received by him, or in any case falsely
certifies facts that the deed is intended to prove as the truth;
Ideological falsification committed by the public official in certificates or
administrative authorisations

The public official, who, in exercising his functions, falsely attests in certificates or
administrative authorisations, facts that the deed is intended to prove as the truth;

Ideological falsification in certificates committed by persons performing a

service in the public interest

Anyone who, in exercising a medical or forensic profession, or of another service
in the public interest, falsely certifies in a certificate facts that the deed is intended
to prove as the truth

Art. 491-bis of the Italian Criminal Code

Art. 476 of the Italian Criminal Code

Art. 477 of the Italian Criminal Code

Art. 478 of the Italian Criminal Code

Art. 479 of the Italian Criminal Code

Art. 480 of the Italian Criminal Code

Art. 481 of the Italian Criminal Code




Material falsification committed by a private individual
If any of the facts provided for in Articles 476,477 and 478 are committed by a
private individual, or by a public official otherwise than in the exercise of his
functions;

Ideological falsification committed by a private individual in public deeds
Anyone who falsely certifies to a public official, in a public deed facts that the
deed is intended to prove as the truth;

Falsification in registers and notifications
Anyone who is required by law to keep records subject to inspection by the Public
Security Authority, or to notify the Authority regarding their industrial, commercial
or professional operations, writes or allows false information to be written;
Falsification on a signed blank sheet. Public deed

The public official, who, unlawfully using a blank signed sheet, which he has by
virtue of his office and for a reason that involves the obligation or power to fill it
out, writes or allows a public deed other than what he was obliged or authorised
for to be written;

Other falsifications on a signed blank sheet. Applicability of provisions on

material falsification
In cases of falsification on a blank signed sheet other than those provided for in
Article 487, the provisions on material falsification in public deeds shall apply;
Use of a false deed
Anyone who makes use of a false deed, without being involved in the falsification;
Suppression, destruction and concealment of genuine deeds
Anyone who destroys, suppresses or conceals in its entirety or in part, a genuine
public deed or, in order to obtain an advantage for himself or others, or to cause
damage to others, destroys, suppresses or conceals a holographic will, a
promissory note or another transferable credit security on endorsement or to the
bearer;
Authenticated copies taking the place of the missing originals
For the purposes of the foregoing provisions, the designation of “public deeds” and
‘private deeds” includes the original deeds and certified copies thereof, when, in
accordance with the law, they take the place of the missing originals;
Falsification committed by public officials in charge of a public service
The provisions of the previous articles on falsifications committed by public
officials also apply to employees of the State, or of another public entity, in charge
of a public service in relation to the deeds they draw up in exercising their
responsibilities;

Art. 482 of the Italian Criminal Code

Art. 483 of the Italian Criminal Code

Art. 484 of the Italian Criminal Code

Art. 487 of the Italian Criminal Code

Art. 488 of the Italian Criminal Code

Art. 489 of the Italian Criminal Code

Art. 490 of the Italian Criminal Code

Art. 492 of the Italian Criminal Code

Art. 493 of the Italian Criminal Code

Unlawful access to a computer or electronic system
The crime is committed by whoever unlawfully enters a computer or electronic
system protected by security measures or maintains access against the express
or tacit will of whoever has the right to exclude them.

Art. 615- ter of the Italian Criminal Code

Unlawful possession, dissemination and installation of equipment, codes and
other means for accessing IT or telematic systems

The crime is committed by whoever, in order to gain a profit for himself or others

or to cause damage to others, unlawfully procures, holds, reproduces,

disseminates, communicates, imports, communicates, delivers or otherwise puts

to provision of other or install equipment, tools, part of equipment or tools, codes,

keywords or other means appropriate to accessing a computer or electronic

Art. 615-quater of the Italian Criminal
Code




system, protected by security measures, or in any case provides information or
instructions appropriate to the aforementioned purpose.

Unlawful possession, dissemination and installation of computer equipment,
devices or programmes aimed at damaging or disrupting a computer or
telematic system
The crime is committed by whoever, in order to unlawfully damage a computer
or electronic system, the information, data or programmes contained therein or
relevant to it or to facilitate the total or partial disruption thereof, or alter its
operation, unlawfully, procures, holds, produces, reproduces, imports, disseminates,
communicates, delivers or, in any case, makes it available to other in any other

way, equipments, devices or computer programmes.

Art. 615-quinquies of the Italian Criminal
Code

Unlawful interception, impediment or interference with computer or
electronic communications
The crime which can be committed by anyone, consists of the fraudulent
interception or the prevention or disruption of communications relating to a
computer or electronic system or between multiple systems.

Art. 617-quater of the Italian Criminal
Code

Unlawful possession, dissemination and installation of equipment and other
means designed to intercept, prevent or disrupt computer or electronic
communications
The crime is committed by anyone who, outside the cases permitted by law,
obtains, holds, produces, reproduces, disseminates, imports, communicates in
order to intercept communications relating to an IT or telematic system or
between multiple systems, or to prevent or interrupt them. , delivers, makes
available to others in any other way or installs equipment, programs, codes,
keywords or other means to intercept, installs equipment to intercept, prevent or
interrupt communications relating to an IT or telematic system or between

multiple systems.

Art. 617-quinquies of the Italian Criminal
Code

Cyber extortion

The offence is committed by anyone who, by means of the conduct referred to in
Articles 615-ter (unlawful access to a computer or electronic system), 617-quater
(Unlawful interception, impediment or interference with computer or electronic
communications), 617-sexies (falsification, alteration or suppression of the
content of computer or telematic communications), 635-bis (damage to
information, data and computer programmes), 635-quater (Damage to computer
and electronic systems), 635-quinquies (Damage to public interest computer and
electronic systems) of the Italian Criminal Code or with the threat of doing so,
obliges someone to do or omit something, procuring for himself or others an
unjust profit with damage to others.

Art. 629, par. 3, of the Italian Criminal
Code

Damage to information, data and computer programmes
Unless the fact constitutes a more serious crime, the crime consists of the
destruction, deterioration, deletion, alteration or suppression, by anyone, of the
information, data or computer programmes of others.

Art. 635-bis of the Italian Criminal Code

Damage to information, data and computer programmes used by the State
or by other public bodies or in any case in the public interest
The crime, which can be committed by anyone, and unless the fact constitutes a
more serious crime, refers to committing an act aimed at destroying, deteriorating,
deleting, altering or suppressing information, data or computer programmes used

Art. 635- ter of the Italian Criminal Code




by the State or by other public bodies or relevant to them, or in any case in the
public interest.

Damage to computer and electronic systems
Unless the fact constitutes a more serious crime, the crime is committed by

Code, or by means of introducing or transmitting data, information or Code
programmes, destroys, damages, renders useless the computer or electronic
systems of others in their entirety or in part, or seriously obstructs their operation.

whoever, based on the conduct referred to in Article 635-bis of the ltalian Criminal Art. 635-quater of the Italian Criminal

Damage to public interest computer and electronic systems
The crime is committed if the fact referred to in Art. 635 - quater of the ltalian
Criminal Code is aimed at destroying, damaging, rendering useless, public interest
computer or electronic systems in their entirety or in part, or seriously obstructing
their operation.

Code

Art. 635-quinquies of the Italian Criminal

Computer fraud by the person providing electronic signature certification
services

services, who, in order to obtain an unfair profit for himself or others or to cause Code
damage to others, breaches the obligations set by law for the issuing of a valid
certificate.

The crime is committed by the person providing electronic signature certification | Art. 640-quinquies of the Italian Criminal

Breach of the regulations on the national and cybernetic security
perimeter

completion of the procedures referred to in paragraph 2, letter b) ®, or paragraph
6, letter a)° or the inspection and surveillance activities provided for in paragraph

This regulatory provision punishes whoever, in order to obstruct or influence the Article 1 of Italian Law 133/2019

5 Pursuant to paragraph 2 of Article 1 of Italian Decree-Law no. 105/2019: “Within four months from the date of entry into force of the law converting this Decree, with the Decree of the President of the Council of Ministers,
adopted on the basis of the Interministerial Committee for the Security of the Republic (CISR) proposal: a) the public administrations, bodies and public and private operators are identified as referred to in paragraph 1 with
headquarters in the national territory, included in the perimeter of cybernetic national security and required to comply with the measures and obligations provided for in this article; with regard to the aforementioned identification,
it being understood that rules provided for by Italian Law no. 124 of 3 August 2007 apply to Information Security bodies..;

(b) on the basis of a risk analysis and a step-by-step criterion taking into account the specific nature of the different business sectors, criteria are defined whereby the entities referred to in point (a) above draw up and update at
least annually a list of the networks, information systems and IT services referred to in paragraph 1, of respective relevance, including their architecture and components, without prejudice that for networks, information systems
and IT services related to the management of classified information, the provisions of the regulation adopted pursuant to Article 4, paragraph 3, letter I) of Italian Law no. 124 of 3 August 2007 are applicable; the technical support
body to the CISR, including a representative from the Presidency of the Council of Ministers, shall draw up these criteria by adopting appropriate organisational structures; within six months from the date of entry into force of the
Decree of the President of the Council of Ministers referred to in this paragraph, the public entities and those referred to in Article 29 of the Digital Administration Code, referred to in Italian Legislative Decree no. 82 of 7 March
2005, as well as the private entities, identified pursuant to letter a) shall transmit these lists, respectively, to the Presidency of the Council of Ministers and the Ministry of Economic Development; the Presidency of the Council of
Ministers and the Ministry of Economic Development forward the relevant lists to the Department of Security Information, also for the activities of prevention, preparation and management of cyber crises entrusted to the Cyber
Security Unit, as well as to the Ministry of the Interior department for the security and continuity of telecommunication services referred to in Article 7-bis of Italian Decree-Law no. 144 of 27 July 2005, converted with amendments,
by Law no. 155 of 31 July 2005.

6 Pursuant to paragraph 6, letter a) of Article 1 of Italian Decree-Law no. 105/2019: In terms of the regulation, adopted pursuant to Article 17, paragraph 1 of Italian Law no. 400 of 23 August 1988, within ten months from the
date of entry into force of the law converting this Decree, the procedures, methods and terms with which: a) the parties referred to in paragraph 2, letter a), or the central purchasing bodies which they use pursuant to Article 1,
paragraph 512 of ltalian Law no. 208 of 28 December 2015, who intend to proceed with the assignment of supplies of goods, systems and ICT services intended to be used on networks, on information systems and for the
performance of the IT services referred to in paragraph 2, letter b), belonging to categories identified, on the basis of criteria of a technical nature, with the Decree of the President of the Council of Ministers, to be adopted within
ten months from the date of entry into force of the law converting this Decree, communicate this to the National Assessment and Certification Centre (CVCN), established at the Ministry of Economic Development; the
communication also includes the assessment of the risks associated with the supply, and in relation to the scope of its use. Within forty-five days of receipt of the communication, which may be extended once by fifteen days if
the case is particularly complex, the CVCN may carry out preliminary checks and impose conditions and hardware and software testing to be carried out also in conjunction with the parties referred to in paragraph 2, letter a),
according to a gradually increasing approach in the security checks. Once the deadline referred to in the previous section has lapsed without the CVCN having responded, the parties making the communication can continue with
the assignment procedure. In the event of conditions and hardware and software testing being imposed, the related calls for tenders and contracts are supplemented with clauses to ensure the contract complies with the conditions
on a precedent or definitive basis, and the favourable outcome of the tests ordered by the CVCN. The tests must be completed within sixty days. Once the deadline referred to in the previous section has lapsed, the parties making

d



6, letter ¢)’ provides information, data or factual elements that do not correspond
to the truth, relevant for the preparation or updating of the lists referred to in
paragraph 2, letter b), or for the purposes of the communications referred to in
paragraph 6, letter a), or for the performance of the inspection and surveillance
activities referred to in paragraph 6). letter ¢) or fails to communicate the
aforementioned data, information or factual elements within the prescribed
deadlines.

Two alternative forms of behaviour constitute incriminating behaviour; the one
referring to the commission and the other to an omission, both underpinned by
specific wilful misconduct with the purpose of obstructing or influencing the
procedures described in the Decree-Law or the inspection and surveillance
activities mentioned.

Criminal association
The crime in question occurs when three or more people are in association for the
purpose of committing multiple crimes. Art. 416 of the Italian Criminal Code
punishes whoever promotes or constitutes or organises the association. Even the
mere fact of participating in the association constitutes an offence. Article 416,
paragraph one of the Italian Criminal Code, even before referring to the individual
conduct of promoting, constituting, managing, organising, or simply participating,
subordinates the penalty to the time when (to the "when") "three or more people”

cases of criminal association with the purpose of committing the crimes of
imposing or retaining the condition of slavery or servitude, child prostitution, child
pornography, possession of pornographic material, virtual pornography, tourism
initiatives aimed at the exploitation of child prostitution, human trafficking,
trafficking in organs taken from a living person, the purchase and sale of slaves,
sexual violence, solicitation of minors, and crimes relating to infringements of the
provisions on illegal immigration referred to in Art. 12 of Italian Legislative Decree
no.286/1998.

Art. 24 - ter
Organised crime

have actually "associated” to commit multiple crimes. The law also punishes the Art. 416 of the Italian Criminal Code

Mafia-type association, including foreign associations
An association is referred to as a Mafia-type association when its members use
the force of intimidation of their association and the condition of subjection and
the resulting code of silence ["omerta’] to commit crimes, to directly or indirectly
take over the management or in any case the control of economic activities,
concessions, authorisations, contracts and public services and to realise profits or

Art. 416-bis of the Italian Criminal Code

the communication can continue with the assignment procedure. In relation to the specific nature of ICT goods, systems and service procurements to be used on the networks, information systems and IT services of the Ministry
of the Interior and the Ministry of Defence, identified pursuant to paragraph 2, letter b), the aforementioned Ministries, within the framework of the human and financial resources available under current legislation and without
incurring new or additional burdens for public finances, in accordance with the provisions of this Decree, may proceed, according to the same methods and conditions contemplated in the previous sections, communicating with
their accredited evaluation centres for the activities referred to in this Decree, pursuant to paragraph 7, letter b), which use the verification and testing methods defined by the CVCN. In these cases, the aforementioned Centres
inform the CVCN in the manner established by the Decree of the President of the Council of Ministers, referred to in paragraph 7, letter b). Not subject to communication are the assignment of procurements of ICT goods, systems
and services for networks, information systems and IT services to conduct the prevention, detection and suppression of crimes and the cases of derogation established by the same requlation with regard to the procurement of
ICT goods, systems and services which need to be carried out abroad, without prejudice, in both cases, to the use of ICT goods, systems and services that comply with the levels of security referred to in paragraph 3, letter b), unless
there are substantiated requirements related to the specific uses they are intended for".

7 Pursuant to paragraph 6, letter ¢) of Article 1 of Italian Decree-Law no. 105/2019: "The regulation, adopted pursuant to Article 17, paragraph 1 of Italian Law no. 400 of 23 August 1988, within ten months from the date of entry
into force of the law converting this Decree, governs the procedures, methods and terms whereby: ¢) the Presidency of the Council of Ministers, for the profiles pertaining to public entities and those referred to in Article 29 of the
Digital Administration Code referred to in ltalian Legislative Decree no. 82 of 7 March 2005, identified pursuant to paragraph 2, letter a), and the Ministry of Economic Development, for the private entities referred to in the same
letter, carry out inspection and verification activities in relation to the provisions of paragraph 2, letter b), paragraph 3 and letter a) of this paragraph and without this entailing access to personal and administrative data or metadata,
if necessary, setting specific requirements; for the networks, information systems and IT services referred to in paragraph 2, letter b), connected to the function of preventing and repressing crimes, the protection of public order
and security, civil defence and defence and military security of the State, the inspection and verification activities are carried out, within the framework of the human and financial resources available under current legislation and
without new or increased burdens being incurred by public finances, by the structures specialised in the protection of networks and systems, as well as, in cases where they are expressly provided for by law, in the prevention and
fight against cybercrime, by the administrations on which the Police Forces and the Armed Forces depend, which communicate the results to the Presidency of the Council of Ministers for the profiles within the scope of their
responsibility.



unfair advantages for themselves or others, or in order to prevent or obstruct the
voting rights being freely exercised or to obtain votes for themselves or others
during elections.

Political-Mafia voting exchange
Whoever directly or through intermediaries, accepts the promise to obtain votes
from persons belonging to the associations referred to in Art. 416 bis (of the Mafia
type, including foreign associations) or in the manner referred to in the third
paragraph of article 416-bis in exchange for disbursements or the promise of
disbursement of money or other benefits or in exchange for meeting the interests
or needs of the Mafia association.

Art. 416- ter of the Italian Criminal Code

Kidnapping persons for the purpose of extortion
Whoever kidnaps a person for the purpose of obtaining an unjust profit for
themselves or for others, as the price to free said person.

Art. 630 of the Italian Criminal Code

Association for the purposes of the unlawful trafficking of narcotic drugs or
psychotropic substances
The association is aimed at the unlawful trafficking of narcotic drugs or
psychotropic substances, when three or more people are in association for the
purpose of committing multiple crimes including those under Art. 73 of the same
Presidential Decree no. 309/90 (unlawful production, trafficking and possession
of narcotic drugs or psychotropic substances).

Article 74 of Italian Presidential Decree
no. 309/1990

Unlawful manufacture, introduction into the country, sale, transfer, possession and
carrying in a public place or place open to the public of weapons of war or war-
type weapons or parts thereof, explosives, clandestine weapons as well as multiple
common firearms, excluding those referred to in Art. 2, paragraph three of Italian
Law no. 1975 of 18 April 110 (Art. 407, paragraph 2, letter a), number 5) of the
ltalian Criminal Procedure Code).

Art. 407, paragraph 2, letter a), number
5) of the Italian Criminal Procedure
Code

Art. 25
Embezzlement, unlawful destination of money or movable property, extortion,
undue inducement to give or promise benefits, corruption

Official misconduct
The crime occurs in the event of a public official, or a public service employee,
abusing his role or powers, forcing someone to give or unduly promise money or
another benefit to him or a third party. Like corruption, official misconduct is also
a bilateral offence, as it requires the conduct of two separate parties, the person
carrying out the extortion and person subject to the extortion.

Art. 317 of the Italian Criminal Code

Corruption in exercising a function and scope of application
The crime referred to in Art. 318 of the ltalian Criminal Code occurs when a public
official, in exercising his functions or powers, unduly receives, for himself or for a
third party, money or another benefit or accepts the promise of this (for example,
in order to speed up obtaining an authorisation from a public entity, a company
representative promises the relevant public official that a family member will be
appointed or assigned as a fictitious consultant).

Articles 318 - 320 of the Italian Criminal
Code

Corruption for an act in breach of official duties, aggravating circumstances
and scope of application

The crime referred to in Art. 319 of the Italian Criminal Code occurs when a public

official, in omitting or delaying or for having omitted or delayed a deed pertaining

to his office, or to carry out or for having carried out an act contrary to the duties

of his office, receives money or another benefit for himself or for a third party, or

accepts the promise of this (for example, corruption of public officials by

Articles 319 - 319}




