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PRIVACY INFORMATION NOTICE PURSUANT TO REGULATION (EU) 2016/679 - 
GENERAL DATA PROTECTION REGULATION, HEREAFTER, “GDPR” - FOR 
WHISTLEBLOWERS 

Pursuant to Regulation (EU) 2016/679 (hereafter, “GDPR”), Eni S.p.A. and Eni Group companies 

that have adopted a system for handling internal whistleblowing reports as listed in Annex 1 

(hereafter, jointly referred to as “Company” or “Controller”) provide this information regarding 

the processing of your personal data for the management of the Whistleblowing Report (as 

defined below) you submitted to the attention of the Company. As reported in greater detail in 

Annex C to the MSG Internal Control and Risk Management System on “Whistleblowing reports 

received, including anonymously, by Eni SpA. and by its subsidiaries in Italy and abroad” and 

subsequent updates (available on www.eni.com, whose definitions are referred to herein), 

“Whistleblowing Report” means any communication received by Eni pertinent to the Internal 

Control and Risk Management System and concerning behaviours that relate to Eni’s People in 

violation of the Code of Ethics of the Company, any laws, regulations, provisions of Authorities, 

internal rules, Model 231 or Compliance Models for Eni S.p.A.’s foreign subsidiaries, that may 

cause damage or prejudice to the Company, even if only to its public image, in accordance with 

the Italian Legislative Decree No. 24/2023 implementing the Directive (EU) 2019/1937 on the 

protection of persons who report breaches of Union law and providing rules on the protection of 

persons who report breaches of national regulatory provisions (so-called "Whistleblowing 

Decree"). 

For any clarification on this policy and/or the processing of your personal data, you may 

contact at any time the Controller and/or the Data Protection Officer, where designated, at 

the addresses listed below. 

1. Identity and contact details of the Controller 

The Controller is the Company to which the Whistleblowing Report is submitted. Therefore, 

depending on the entity to which you report an event or conduct, the Controller may be Eni 

S.p.A. or one of the other Companies. For further information on the Company that acts as the 

Controller for the Whistleblowing Report you submitted, please refer to the list of Companies in 

Annex 1 to this privacy information notice. 

2. Contact details of the Data Protection Officer (DPO)  

Companies marked with an asterisk in Annex 1 have designated a Data Protection Officer, who 

can be contacted at the following email address: dpo@eni.com. 

 

http://www.eni.com/
ftp://address:_dpo@eni.com/
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3. Purposes and legal basis of data processing 

The Controller will process (i) your identifying data as the reporting party, where the 

Whistleblowing Report is not submitted anonymously, as well as (ii) information relating to the 

alleged conduct and any other data that you may have provided in the Whistleblowing Report 

and depending on the type of Whistleblowing Report made and the complained conduct or that 

are relevant based on the reported event; and (iii) information that may have been acquired 

over the course of the necessary investigative activities in order to verify and solve the 

Whistleblowing Report; for: 

a. Purposes of management of the Whistleblowing Report on the basis of the 

whistleblower's complaint 

The Controller will process the data for purposes strictly and objectively necessary for the 

application and management of the Whistleblowing Reporting procedure, including the 

verification of the facts that are alleged in the Whistleblowing Report, the resolution of the 

Whistleblowing Report, the preparation of the response, the adoption of any measures of relief 

or support for the whistleblowers and the establishment of proceedings including disciplinary 

proceedings, as well as to provide feedback to questions and queries you have raised regarding 

corporate compliance, pursuant to the provisions of Annex C to the MSG Internal Control and 

Risk Management System on “Whistleblowing reports received, including anonymously, by Eni 

SpA. and by its subsidiaries in Italy and abroad” mentioned above, to the extent required by 

applicable laws.  

In no cases, your Whistleblowing Reports will be used against you for discriminatory or 

retaliatory purposes by the Controller. 

b. Purposes of compliance with regulatory obligations, laws and provisions of Authorities 

legitimated by law.  

The Controller will process the data in order to fulfill obligations under the law, regulations or 

legislation, national and/or EU, including the provisions of the Whistleblowing Decree, as well as 

effectively prevent and combat fraudulent, illegal or irregular conduct and support the effective 

application and implementation of the Organization, Management and Control Model pursuant 

to Legislative Decree no. 231/2001 (so-called “231 Model”, within the limits of what is required 

by applicable regulations). 

Data may also be processed to execute requests from the competent administrative or judicial 

authorities or public entities in general, compliantly with legal formalities. 

For the purposes described above, personal data may be processed for the fulfilment of legal 
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obligations to which the Controller is subject. The disclosure of personal data is not compulsory, 

as permitted by law (for example, in the case of a Whistleblowing Report in anonymous form). 

c. Further processing based on the Legitimate Interest of the Controller or a third party 

In addition, the Controller will process personal data: 

- for its own internal control and business risk monitoring needs, as well as in order to optimise 

and streamline the internal business and administrative processes also provided centrally by 

the Eni Group, which imply and require that Whistleblowing Reports be retained for longer 

than the time required for the mere management and resolution of the Whistleblowing Report 

in question; 

- in order to ascertain, exercise or defend a right or a legitimate interest of the Controller or 

third party (including other companies of the Eni Group) before any appropriate authority, 

including in disciplinary proceedings in accordance with the provisions of the Whistleblowing 

Decree and in Annex C to the MSG Internal Control and Risk Management System on 

“Reports, including anonymous ones, received by Eni S.p.A. and subsidiaries in Italy and 

abroad.”. 

The legal basis for the processing is represented by the pursuit of the legitimate interest of the 

Controller or third parties, represented by the right of defence and by the interest in 

guaranteeing the effectiveness and efficiency of the Company’s Internal Control and Risk 

Management System, also in order to prevent and effectively combat fraudulent, illegal or 

irregular conduct. This legitimate interest has been appropriately assessed by the Controller. 

Processing for purposes based on the Controller’s legitimate interest is not mandatory and you 

may object to such processing trough the modalities indicated in this privacy information notice. 

However, if you object to such processing, your personal data will not be used for such purposes, 

unless the Controller demonstrates the existence of prevailing compelling legitimate grounds or 

personal data is necessary for the exercise or defense of a Controller’s right pursuant to Article 

21 of the GDPR. 

In addition to the above, and where strictly necessary to verify the reported conduct and to 

follow up on the Whistleblowing Report received, the Controller may also process special 

categories of personal data as per Article 9 of the GDPR or data relating to criminal convictions 

and offenses as per Article 10 of the GDPR for reasons of relevant public interest referred to in 

the Whistleblowing Decree and in any case within the limits set forth the applicable laws, 

including Articles 9 and 10 of the GDPR. 

In any case, the Controller processes personal data that are strictly and objectively necessary 

to verify the merits of the Whistleblowing Report and proceed to its resolution only. Should the 

Controller, even accidentally, collect any unnecessary personal data, such personal data will be 
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promptly deleted. 

4. Modalities to process personal data 

The data - when provided and collected - will also be processed by electronic means, recorded 

in special databases, and used strictly and exclusively for the purposes specified. These means 

are suitable to guarantee the security of the processing and confidentiality of the personal data 

collected, as well as to prevent unauthorized access, dissemination, modification and exfiltration 

of the personal data, thanks to the adoption of appropriate technical and organizational security 

measures, in compliance with the above-mentioned laws and related confidentiality obligations 

and, in any case, according to the purposes and methods set forth in this privacy information 

notice. Data will be processed in aggregate/anonymous form when this is appropriate in view of 

the purposes declared.  
5. Personal data recipients 

For the pursuit of the purposes indicated in paragraph 3, the Controller, the subjects authorized 

by the Controller to process data, who are in charge of handling the Whistleblowing Report, as 

specifically indicated in Annex C to the MSG Internal Control and Risk Management System on 

“Whistleblowing Reports received, including anonymously, by Eni SpA and by its subsidiaries 

in Italy and abroad”, as well as any data processors pursuant to Article 28 of the GDPR, may 

get to know your personal data. Data processors shall be specifically identified by the 

Controller, who shall also specifically instruct them on the methods and purposes of processing 

whilst ensuring that they are subject to adequate confidentiality and privacy obligations. 

The Controller may also disclose the personal data collected to third parties belonging to the 

following categories, provided that this is necessary for the pursuit of the purposes of processing 

and on the basis of the same requirements of lawfulness set out in paragraph 3: 

- police, appropriate authorities and other public authorities. These parties shall act as 

independent controllers; 

- within the limits permitted by the applicable legislation, companies, entities or associations, 

or parent companies, subsidiaries or associated companies pursuant to Article 2359 of the 

Italian Civil Code, or among these companies, companies subject to joint control, as well 

as consortia, business networks and groups and temporary business associations and their 

members, with exclusive reference to the aspects falling within their responsibility (for 

example, in the case in which the Whistleblowing Report also regards their employees). 

Unless otherwise specified, such parties shall act as independent controllers; 

- auditing firms and other companies contractually linked to the Controller (including those 

belonging to the same group) that perform, by way of example, consultancy activities, 

activities in support for the provision of services, etc., which shall act, as the case may be, 
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as independent data controllers, or as data processors on the basis of a specific agreement 

on the processing of personal data concluded pursuant to Article 28 of the GDPR. Eni S.p.A. 

is one of these parties, which has been charged, in particular, with the task of setting up and 

managing the communication channels made available to submit and manage Whistleblowing 

Reports. 

-  to the reported person (i) subject to your express consent to the disclosure of your identity, 

when the dispute is based, in whole or in part, on the Whistleblowing Report and the 

knowledge of your identity is indispensable for the defense of the reported person or when 

(ii) the Whistleblowing Report proves to be objectively unfounded and made in bad faith or 

with gross negligence. 

In any case, the Controller communicates your personal data to the aforementioned recipients 

only data that are necessary to achieve the specific purposes for which they are intended. 

Your data shall not be disseminated. 

6. Transfer of personal data outside the European Economic Area 
 

As part of the management of Whistleblowing Reports, for some of the purposes indicated in 

paragraph 3, your personal data may be transferred outside the European Economic Area, also 

by entering them in databases shared with and/or managed by third party companies, which 

may even not be part of the Eni Group (like the Controller). The management of the database 

and the processing of such data shall be subject to the purposes for which they have been 

collected and carried out with the utmost respect for the standards of confidentiality and security 

set out in the applicable data protection laws. 

Whenever your personal data is transferred outside the European Economic Area and, in 

particular, to Countries that according to the European Commission do not offer adequate 

security measures, the Controller shall sign the standard contractual clauses adopted by the 

European Commission whilst taking any other technical and organizational measures that are 

appropriate and necessary to ensure an adequate level of protection of your personal data and, 

in any case, at least equal to that guaranteed within the European Economic Area, in accordance 

with what is indicated in this Privacy Policy, including, among others, the Standard Contractual 

Clauses approved by the European Commission. 

7. Data storage period  

Data shall be processed in the paper and computer archives of the Controller and protected by 

suitable security measures for a period of time not exceeding that necessary to achieve the 

purposes for which they are collected and for the longer period of time possibly necessary to 

comply with legal provisions and/or for judicial protection, subject to ordinary statutes of 
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limitation. In detail, in accordance with the provisions of Annex C “Data Retention” to the 

Management System Guideline Privacy and Data Protection, your personal data shall be retained 

for 2 years if the report has been found to be inadmissible and is therefore not classified as a 

Whistleblowing Report, or for 5 years if it is classified as a Whistleblowing Report, starting from 

the communication of the final outcome of the whistleblowing procedure, unless retention of 

personal data for a longer period is required for claim or litigation purposes, as a consequence 

of requests by competent authorities, or under applicable laws. At the end of the storage period, 

your personal data shall be erased or irreversibly anonymized. 

8. Rights of data subjects 

In your capacity as data subject, you shall have the following rights, as summarised below, 

where applicable and within the limits specified in the relevant legal provisions and, in particular, 

in Article 2-undecies of Legislative Decree no. 196 of 30 June 2003, as lastly amended (the 

“Italian Privacy Code”). 

a. Right of access 

You shall have the right to obtain from the Controller confirmation as to whether or not the 

personal data concerning you are being processed, and, where that is the case, access to the 

personal data and the following information: (i) the purposes of the processing; (ii) the 

categories of personal data concerned; (iii) the recipients or categories of recipients to whom 

the personal data have been or will be disclosed, in particular if such recipients are from third 

countries or international organizations; (iv) when possible, the prescribed storage period of the 

data or, when this is not possible, the criteria used to determine this period; (v) the right to 

lodge a complaint with a supervisory authority; (vi) if the data are not collected from you, all 

available information on their origin. 

It is understood that your confidentiality shall be protected to the maximum extent permitted, 

especially with reference to your identity, which shall not be disclosed either to the reported 

person or third parties, unless this is necessary to seek protection in court, fulfil legal obligations 

and otherwise within the limits provided for by law, in order to avoid cases of direct or indirect 

retaliation, threats, violence, discrimination, etc. against you for reasons directly or indirectly 

connected with the Whistleblowing Report. The confidentiality of your identity cannot be 

guaranteed in the event of an Illicit Whistleblowing Report (i.e., any Whistleblowing Report that 

is revealed unfounded based on objective elements and for which the concrete circumstances 

that were ascertained during the investigation phase lead to believe that it was presented in bad 

faith or with extreme negligence). 



Privacy Information Notice 

   
b. Right of rectification and erasure 

In the cases provided for by the applicable legal provisions, you may exercise the right to obtain 

the rectification of the inaccurate personal data regarding you without unjustified delay and, 

taking into account the purposes of processing, the right to obtain the integration of incomplete 

personal data, even through a supplementary declaration. 

You shall have the right to request the erasure of the personal data concerning you for any of 

the following reasons: (i) the personal data are no longer necessary in relation to the purposes 

for which they were collected or otherwise processed; (ii) the data are being processed 

unlawfully; (iii) you have objected to the processing activity and there is no overriding 

legitimate reason; (iv) the personal data must be erased in order to comply with a legal 

obligation. 

However, the Controller shall have the right to reject the request for erasure if the right to 

freedom of expression and information prevails or to allow the fulfilment of a legal obligation, 

defend any of its own rights in court or for its legitimate interest. 

c. Right to restriction of processing 

You shall have the right to obtain the restriction of processing from the Company in the following 

cases: (i) for the amount of time necessary for the Controller to verify the accuracy of the data 

whose accuracy has been contested by the data subject; (ii) in case of unlawful processing of 

personal data; (iii) even if your personal data are not necessary for the purposes of the 

processing, you need them to be processed so that a claim can be established, exercised or 

defended in court; (iv) for the amount of time necessary to verify whether or not the legitimate 

interests of the Controller override your request to object to the processing. 

 
d. Right to object 

You shall have the right to object at any time, on grounds relating to your particular situation, 

to the processing of personal data regarding you on the basis of the legitimate interest 

pursuant to Article 6(1)(f) GDPR. However, the Controller shall be entitled to continue 

processing by demonstrating that there are compelling legitimate reasons overriding your 

interests, rights and freedoms. 

e. Right to lodge a complaint and/or application 

You have the right to lodge a complaint with the Italian Data Protection Authority (“Garante”) 

and/or an application with the judicial authority. 

 

According to Article 2-terdecies of the Italian Privacy Code, in case of death, the abovementioned 

rights may be exercised by another person entitled who has its own interest or acts as your 
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mandatory or family reasons that need to be protected exist. You can expressly avoid the 

exercise of some of the abovementioned rights by your successors submitting a written request 

to the Controller o to the e-mail address of the DPO, where designated. Such declaration may 

be, at any time, withdrawn or modified with the same modalities. 

The Controller reserves the right to restrict or delay the exercise of the said rights, within the 

limits provided for by the applicable legal provisions, especially where there is a risk of actual, 

concrete and otherwise unjustified prejudice to the confidentiality of the Whistleblower’s identity 

and when the capacity to effectively ascertain the grounds for the Whistleblowing Report or 

gather necessary evidence may be compromised (see Articles 2-undecies and 2-duodecies of 

the Italian Privacy Code and Article 23 of the GDPR). 

In particular, such rights may also be exercised 

- in compliance with the legal or regulatory provisions governing the sector (including the Italian 

Legislative Decree no. 231/2001 as amended by Law no. 179/2017, as well as the 

Whistleblowing Decree); 

- and may be delayed or restricted or excluded with a motivated notice to be sent to the data 

subject without delay, unless the notice may compromise the purposes of restriction, for the 

time and within the limits that this constitutes a necessary and proportionate measure, taking 

into account the fundamental rights and legitimate interests of the data subject, in order to 

protect the confidentiality of the Whistleblower’s identity. 

You may exercise the rights listed above by writing to the Controller to which you submitted the 

Whistleblowing Report at the contact details indicated in Annex 1 or by writing to the DPO, where 

designated by such Controller, at the e-mail address DPO@eni.com.  

 

mailto:DPO@eni.com


Privacy Information Notice 

   
Annex 1 – List of Controllers and relevant contact details 

 

Bioraffineria di Gela SpA [*] - Contrada Piana del Signore SNC, 93012, Gela (CL), Italia 

Eni Energy Netherlands BV - Prinses Beatrixlaan 5, 2595 AK Den Haag, Paesi Bassi 

Eni España Comercializadora de Gas SAU - Vía de los Poblados, 1 Edificio D, 3ª planta 28033 Madrid 
España 

Eni Plenitude France SA [*] - 30 32 Rue Victor Hugo CS 10232, 92532 Levallois Perret Cedex, France 

Eni Iraq BV - Al Kendi, Qtr. 215, St. 15 House 18, Iraq 

Eni Mediterranea Idrocarburi SpA - Strada Statale, 117 bis Contrada Ponte Olivo - 93012 Gela (CL), Italia 

Eni Muara Bakau BV - Pondok Indah Office Tower 3, Kel Pondok Pinang, Jakarta, Indonesia 

Eni Plenitude Iberia SLU - C. Albert Einstein, 20, 39011 Santander Cantabria, España 

Eni Plenitude SpA Società Benefit [*] - Via Giovanni Lorenzini, 4, 20139 Milano (MI), Italia 

Eni Rewind SpA [*] - Piazza Boldrini, 1 20097 San Donato Milanese (MI), Italia 

Eni Tunisia BV   - Immeuble Iris, Rue du Lac de Come Berges Du Lac, 1053 Tunisi  

Enilive Iberia SLU - Avenida de Europa, 24 Edif. Torona B, Planta 1, 28108, Alcobendas, Madrid, España 

Enilive SpA [*] - Viale Giorgio Ribotta, 51,00144, Roma, Italia 

EniPower SpA [*] - Piazza Ezio Vanoni, 1, 20097 San Donato Milanese (MI), Italia 

EniProgetti SpA [*] - Via delle Industrie, 39, 30175 Venezia Marghera (VE), Italia 

EniServizi SpA [*] - Piazza Ezio Vanoni,1, 20097, San Donato Milanese (MI), Italia 

Finproject Romania Srl - Strada Fabricii nr. 1, 415700 Valea Lui Mihai, Romania 

Finproject SpA - Via San Gabriele, 96 - 62010 Morrovalle (MC), Italia 

Gas Supply Company Thessaloniki-Thessalia SA - 26th Oktovriou 54, Stavroupoli 564 30, Grecia 

Ieoc Production BV - Building No. 200 and 201, Second Sector of City Centre, Fifth Settlement, New 
Cairo, Arab Republic of Egypt, P.O. Box: 2 Fifth Settlement, 11835 

Novamont SpA - Via G. Fauser 8, 28100 Novara, Italia  

Versalis France SAS [*] - Strada Fabricii nr. 1, 415700 Valea Lui Mihai, Romania 

Versalis SpA [*] - Piazza Boldrini, 1 - 20097 San Donato Milanese (MI), Italia 

 

 
 


