
PRIVACY INFORMATION NOTICE 
 

In accordance with Regulation (EU) 2016/679 ("GDPR"), Eni S.p.A. ("Eni" or the "Data 
Controller") provides you with the privacy information notice on the processing of your 
personal data collected in the context of anti-corruption due diligence as described in 
the Management System Guideline Anti-corruption published on the web-site 
www.eni.com (“Anti-Corruption MSG”).  
 
The anti-corruption due diligence process constitutes an essential instrument of the Eni 
anti-corruption compliance program and it is aimed at verifying each third party who 
wants to enter into a contractual relationship with Eni or other companies under the 
control of Eni (hereafter “Counterparty”) complies with ethical and anti-corruption 
principles recognised by the Anti-Corruption MSG and the existence of potential risk 
factors which have to be taken into consideration (so-called “Red Flag”).   

 
The current Privacy Information Notice is aimed at informing you about the nature, the 
purpose, the legal basis of the processing, the eventual categories of recipients and the 
rights you can exercise.  
 

1. Identity of the Data Controller  

The Data Controller is Eni S.p.A., with registered office in Rome, Piazzale Enrico Mattei, 
1. 
 

2. Contact details of the Data Protection Officer 

Eni has appointed a Data Protection Officer who can be contacted at the following email 
address dpo@eni.com. 

 

3. Categories of personal data  

The categories of personal data (hereinafter “Data”) that will be processed include (i) 
the Data collected in the context of anti-corruption due diligence and (ii) autonomously 
obtained by the Data Controller through consultation of information in publicly available 
databases, internet sources and media news and other company information databases 
(e.g. Cerved, Cribis) in order to verify the potential existence of Red Flag.  
In case you will not provide some of the aforementioned Data, the anti-corruption due 
diligence process – necessary to the establishment of business relationships with Eni or 
other companies within the scope of control of Eni – will not be successfully beginned.  

 
4. Purposes of data processing and its legal basis 

a. Data processing is required to pursue the legitimate interest of the data controller 
of fraud prevention and, more generally, of corruption.  
 

Your Data may be processed without your consent, in cases where this is necessary to 
pursue the legitimate interest of the Data Controller for preventing frauds and, 



specifically, corruption crimes that could expose the Data Controller to serious 
reputational risks and to fines resulting from failure to comply with the anti-corruption 
laws and regulations to which the Data Controller is bound (e.g. Foreign Corrupt 
Practices Act, UK Bribery Act, Legislative Decree 231/2001). This processing will be put 
in place according to purpose, relevancy, adequacy and limitation principles.  

  
b. Defence of a legal claim   

In addition, your Data will be processed whenever it is necessary to ascertain, exercise 
or defend a legal claim on the part of the Data Controller or another company within 
Eni's scope of control.  
 

5. Recipients of personal data 

For the purposes indicated in point 4, the Data Controller may disclose your Data to 
third parties, such as, for example, those belonging to the following categories: 
 

‐ police forces, the armed forces and other government bodies, for the fulfilment 
of the obligations envisaged by law, regulations or international / EU 
legislation. In this case, according to applicable data protection legislation, the 
prior consent of the data subject is not required; 

‐ companies specialized in the conduction of forensic activities on behalf of Eni 
or another company within Eni's scope of control; 

‐ other companies contractually bound to the Data Controller that provide audit 
activities for ISO certification, statutory and accounting audit etc.  

‐ Eni Group companies for the execution of processing for purposes related to 
those referred to the point 4. 

 
The Data Controller will take the utmost care to ensure that the communication of your 
Data to the above recipients involves only the data required to accomplish the specific 
purposes for which it is intended. 
 
Your Data is stored in a dedicated Data Controller's database and will be processed 
exclusively by authorized personnel – fully equipped with univocal ID and password – 
who will be given specific instructions on the methods and on the purposes of the 
processing. Your data will be not communicated to third parties, except as provided for 
the above and, in any case, within the limits specified here.   
 
Finally, please note that your Data will not be disclosed to undetermined subjects in any 
form whatsoever, including the availability or simple consultation. 
 

 
6. Transfer of Data outside the European Economic Area (“EEA”) 

Eni, for some of the purposes indicated in Section 4 above, could transfer your Data 
outside the EEA, comprising through inclusion in databases shared and managed by 
third parties both within and outside of Eni's scope of control.  The management of the 
database and the processing of this data are performed only for the purposes for which 



it was collected and with maximum respect for the privacy and security standards 
described in applicable personal data protection laws.  

Whenever your Data is transferred outside the EEA, the Data Controller shall take every 
suitable and necessary contractual measure to guarantee an adequate level of personal 
data protection in accordance with this Privacy Information Notice, including, among 
other means, the Standard Contractual Clauses approved by the European Commission. 

 

7. Data retention period 

The data will be kept for no longer than required for the purposes for which it has been 
collected or processed, in accordance with the applicable legislation. 

Your data will be kept for the longer between (i) ten (10) years from the first collection 
in the context of anti-corruption due diligence and (ii) ten (10) years from the 
termination of the contractual relationship. At the end of this period, all data will be 
deleted or otherwise duly encrypted, unless the continued retention of some or all of 
the data is required by law.   

 

8. Rights of data subjects 

As data subject, you have the following rights concerning the Data collected and 
processed by the Data Controller for the purposes listed at Section 4 above: (i) right  to 
access, in particular by obtaining, at any moment, confirmation whether or not personal 
data relating to you exist in the Data Controller’s files or databases and intelligible 
communication of such information, and  information concerning the nature and source 
of your Data, the purposes, methods and logic of the processing as well as the identity 
of the data controller, data processor/s, if appointed, persons in charge of the 
processing and entities or categories of entity to which the data may be communicated; 
(ii) to obtain the updating, rectification or, where interested therein, integration of the 
data (excluded evaluation data), erasure, anonymization or blocking of data processed 
unlawfully, including collected data not necessary for the purposes of the processing; 
and (iii) subject to specific conditions, the restriction of processing and data portability. 
Under the law you are also entitled to lodge a complaint with the Data Protection 
Authority, in case you believe there has been a violation of your rights under the GDPR.  

You may exercise your rights by contacting the DPO at the following email address 
dpo@eni.com. 

 

 


